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In 2013, New Jersey joined an expanding list of states that prohibit employers from 
requesting employees and job applicants to provide access to their private social media 
accounts.  This article sets forth the main features of New Jersey’s social media privacy 
protection law.  Click here to read it.   
 
 
Definitions 
 
The social media privacy protection law sets forth three key definitions.  First, a social 
networking website is an internet-based service that allows individuals to: 
 

1. Construct a public or semi-public profile within a bounded system created by the 
service; 
 

2. Create a list of other users with whom they share a connection within the system; 
and  
 

3. View and navigate their list of connections and those made by others within the 
system. 

 
Second, a personal account is an account, service, or profile on a social networking 
website that is used by a current or prospective employee exclusively for personal 
communications unrelated to any business purposes of the employer.  A personal 
account does not include any account, service, or profile created, maintained, used, or 
accessed by a current or prospective employee for business purposes of the employer 
or to engage in business-related communications. 
 
Finally, an electronic communications device is any device that uses electronic 
signals to create, transmit, and receive information, including, but not limited to, a 
computer, personal digital assistant, telephone, or other similar device. 
 
 
 

https://www.njleg.state.nj.us/2012/Bills/AL13/155_.PDF
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Prohibitions Applicable to Employers 
 
Employers and their agents:1 
 

1. MAY NOT require or request a current or prospective employee to provide or 
disclose any user name or password, or in any way provide the employer 
access to, a personal account through an electronic communications device. 
 

2. MAY NOT require an individual to waive or limit any protection granted under 
the social media law as a condition of applying for or receiving an offer of 
employment.  An agreement to waive any right or protection under the law is 
against New Jersey public policy and is void and unenforceable. 

 
3. MAY NOT retaliate or discriminate against an individual because the individual 

has done or was about to do any of the following: 
 

a. Refuse to provide or disclose any user name or password for, or in any 
way provide access to, a personal account through an electronic 
communications device; 
 

b. Report an alleged violation of the social media privacy law to the New 
Jersey Department of Labor and Workforce Development (NJDLWD); 

 
c. Testify, assist, or participate in any investigation, proceeding, or action 

concerning a violation of the law; or 
 

d. Otherwise oppose a violation of the law. 
  
 
What the Social Media Privacy Protection Law Does Not Prohibit Employers from 
Doing 
 
Nothing in the law prevents an employer from: 
 

1. Complying with the requirements of state or federal laws, rules, and 
regulations, or the rules of self-regulatory organizations.2 
 

2. Implementing and enforcing a policy pertaining to the use of (a) an employer-
issued electronic communications device or (b) any accounts or services (i) 

                                                
1 Some employers use outside services to conduct background checks on prospective and 
current employers.  Such a service would be the employers’ agent. 
 
2 The social media privacy protection law does not define what a “self-regulatory organization” 
is.  Presumably, it would include independent organizations that accredit or supervise a 
business for regulatory purposes, such the Financial Industry Regulatory Authority (FINRA). 
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provided by the employer or (ii) that the employee uses for business 
purposes. 

 
3. Conducting an investigation: 
 

a. For the purpose of ensuring compliance with applicable laws, regulatory 
requirements, or prohibitions against work-related employee 
misconduct based on the receipt of specific information about activity 
on a personal account by an employee; or 
 

b. Of an employee’s actions based on the receipt of specific information 
about the unauthorized transfer of an employer’s proprietary 
information, confidential information, or financial data to a personal 
account by an employee. 

 
4. Viewing, accessing, or utilizing information about a current or prospective 

employee that can be obtained in the public domain. 
 
 
Penalties for Violating the Social Media Privacy Protection Law 
 
The law provides that the NJDLWD may seek a civil penalty in an amount not to exceed 
$1,000 for the first violation and $2,500 for each subsequent violation of the law.  
Employers should understand that although this law sets forth only limited penalties, 
other federal and state laws may apply, the violation of which can result in significant 
financial damages.  Accordingly, employers should seek legal assistance before 
attempting to access any person’s personal account.  
 
 
Job Applicants 
 
Accessing job applicants’ private social media accounts is just one of a number of 
things employers cannot do during a background check.  To read about this and other 
limitations, see Pro Bono Partnership’s article Background Checks: An Overview and 
Considerations for New Jersey Nonprofits. 
 
 
Questions 
 
If you have any questions about the topics covered in this article, feel free to contact 
Christine Michelle Duffy, Esq. or the Pro Bono Partnership lawyer with whom you 
usually work, at (973) 240-6955. 
 
 
 

https://www.probonopartner.org/publications/background-checks-for-new-jersey-nonprofits
https://www.probonopartner.org/publications/background-checks-for-new-jersey-nonprofits
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This document is provided as a general informational service to volunteers, clients, and friends 
of Pro Bono Partnership.  It should not be construed as, and does not constitute, legal advice on 
any specific matter, nor does distribution of this document create an attorney-client relationship. 
 
IRS Circular 230 Disclosure: To ensure compliance with requirements imposed by the IRS, we 
inform you that any tax advice contained in this communication (including any attachments) is 
not intended or written to be used, and cannot be used, for the purpose of: (i) avoiding penalties 
under the Internal Revenue Code or any other U.S. federal tax law; or (ii) promoting, marketing, 
or recommending to another party any transaction or matter addressed herein. 
 
Copyright © 2021 Pro Bono Partnership, Inc.  All rights reserved.  No further use, copyright, 
dissemination, distribution, or publication is permitted without the express written consent of Pro 
Bono Partnership, Inc. 


