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In the aftermath of the October storm, some of our clients are facing the unfortunate reality that 
their business records, whether in paper form or electronically stored, have been damaged or, in 
some cases, forever lost.  If your organization has found itself in this predicament, there are 
several important things to consider as you assess this damage and determine whether any further 
mitigation efforts are necessary. 
 
First, consider whether or not the damaged or lost business records contained any personally 
identifiable information (“PII”), such as individual names combined with either a Social Security 
Number (“SNN”) or some other unique account identifier.  Aside from possible business records 
containing such information for customers or clients, also consider whether your organization’s 
human resources files may have been impacted.   
 
If paper files containing PII are damaged, you will need to make sure that they are properly 
secured for restoration.  If records are damaged beyond any potential salvage value, they should 
be properly destroyed – for example, by shredding them.   
 
If you had electronic data containing PII that was lost, your organization may have obligations to 
notify the impacted individuals under state Data Breach Notification laws.  For example, in 
Connecticut, any business which stores an individual’s name, combined with either their Social 
Security Number (SSN), Driver’s License or State Identification Number, or any account number 
or credit or debit card number in combination with any PIN or password needed to access that 
account, might have to consider whether the loss of a storage device or computer caused a “data 
breach” under state law.   
 
If your devices were encrypted, you likely have nothing to worry about, since the law considers 
such data safe from any unauthorized access or acquisition.  However, if your devices were 
merely password-protected or otherwise not encrypted, your organization may be required to 
notify individuals that their data has been lost and “may” be compromised.     
 
Why?  A legal notice obligation can arise if it is at all possible that someone could find and 
potentially access lost electronic data.  It would not matter whether the device was a hard drive in 
a laptop or a thumb drive from a desk drawer – if the data was unencrypted and contained names 
and either SSNs or some other account and PIN details, then your organization may have a data 
breach requiring notice.  But before jumping to any conclusions, you would first want to 
consider, with advice from counsel, how likely the risk of harm would be in your specific 
circumstances, since many states have a “risk of harm” threshold that triggers notification 
requirements.     
 
Second, consider files with information pertaining to health services, social services, student 
counseling or other sensitive issues that your clients might not want to be exposed publically.  If 
your organization has a Privacy Policy or if you are subject to privacy regulation under the 
Health Insurance Portability and Accountability Act (HIPAA) or other regulations, you will also 
want to assess your damaged records from a compliance perspective.  Some regulations, 
including HIPAA, have their own notice obligations for situations that qualify as a “breach” 
under that particular regulation. 
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Obviously, lost data is often irrecoverable.  If a file cabinet filled with sensitive records 
containing PII was washed out to sea, chances are that the information therein would be unlikely 
to stay intact or otherwise readable, once under water for any length of time.  Similarly, if a 
thumb drive or laptop computer was washed out to sea, chances are the data contained therein 
would never be accessed by anyone, due to the likely physical destruction of the device.  
However, if you have found yourself in this situation, there may be laws or regulations that you 
need to consider before simply writing off the loss as nothing more than just that.  Seek legal 
counsel if in doubt! 
 
To help your organization better prepare its records and data for future storms or unforeseen 
business disruptions, your board of directors and/or management team should consider the 
following: 
 

• Does our nonprofit hold electronic data that is considered PII or otherwise subject to 
State Data Breach Laws or other regulatory requirements? 
 

• Does our nonprofit encrypt all of our data at rest and on mobile and transportable 
devices?  If not, should we? 

 
• Does our nonprofit keep an off-site inventory of all paper and electronic files and records 

we store? 
 

• Does our nonprofit have a record retention policy, to ensure we are not storing paper or 
data any longer than we need to? 

 
• What do our clients or those we serve expect from us, in terms of their privacy and how 

we store, access and use their personal information? 
 

• Do we have a Privacy Policy that outlines those expectations and requirements? 
 
 
 

Questions?  Please contact your local Pro Bono Partnership office or visit our website at 
www.probonopartnership.org 

 
Connecticut (outside of 
Fairfield County) 

New Jersey New York and Fairfield 
County, Connecticut 

280 Trumbull Street 
26th Floor 

300 Lanidex Plaza 
Suite 3203 

237 Mamaroneck Avenue 
Suite 300 

Hartford, CT 06103 Parsippany, NJ 07054 White Plains, NY 10605 
(860) 541-4951 (973) 240-6955 (914) 328-0674 

 
 
This document is provided as a general informational service to volunteers, clients, and friends 
of Pro Bono Partnership.  It should not be construed as, and does not constitute, legal advice on 
any specific matter, nor does distribution of this document create an attorney-client relationship. 
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IRS Circular 230 Disclosure:  To ensure compliance with requirements imposed by the IRS, we 
inform you that any tax advice contained in this communication (including any attachments) is 
not intended or written to be used, and cannot be used, for the purpose of: (i) avoiding penalties 
under the Internal Revenue Code or any other U.S. federal tax law; or (ii) promoting, marketing, 
or recommending to another party any transaction or matter addressed herein. 
 
Copyright 2012 Pro Bono Partnership, Inc.  All rights reserved.  No further use, copyright, 
dissemination, distribution, or publication is permitted without the express written consent of Pro 
Bono Partnership, Inc. 
 
 
 
 
 
 


